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1
Decision/action requested

It is proposed that the solution described in pCR is approved for TR 33.813.

2
References

3
Rationale

The objective of this CR is to provide solution to key issue 6. In the proposed solution in subclause 4 below, the UE and the gNB fetch the existing AS security context that was established during the registration procedure. At the subsequent RRC connection establishment, the UE sends the S-NSSAI in the encrypted form to the gNB using this AS security context. The gNB uses this AS security context to decrypt the received S-NSSAI. 

 4
Detailed proposal

**** START OF CHANGES ****

7.X
Solution #X NSSAI protection during the RRC connection establishment
7.X.1
Introduction

This solution addresses key issue #6. In this solution, the UE and the gNB fetch the existing AS security context that was established during the registration procedure. At the subsequent RRC connection establishment, the UE sends the S-NSSAI in the encrypted form to the gNB using this AS security context. The gNB uses this AS security context to decrypt the received S-NSSAI.

7.X.2
Solution details
Figure 7.X.2-1 illustrates this solution.
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Figure 7.X.2-1: NSSAS protection during the RRC connection establishment

0.
The UE has registered successfully to a PLMN and 5G NAS security context has been created. The AMF provides the AS security parameters to the UE and the eNB.

1.
The UE and the network store the AS security parameters.

2.
The UE is in CM-IDLE state and initiates a NAS signaling connection establishment procedure. This event triggers the UE to send RRC setup request message with 5G-S-TMSI to the gNB.

3.
The gNB sends RRC setup message to the UE.

4.
The UE encrypts the S-NSSAI using AS security parameters provided by the AMF.

5.
The UE sends RRC setup complete message containing the encrypted S-NSSAI(s) to the gNB.

6.
The gNB decrypts the S-NSSAI(s) using the stored AS security parameters.

7.X.3
Evaluation

Editor's Note: the evaluation is FFS.

**** END OF CHANGES ****
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